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SECTION 1 – INTRODUCTION 

Section 1.1 – Brief Description 
 
The iAdmin URL SDK is a set of programs and an application programming interface 

(SDK) that enables the integration of a website categorization mechanism into third-party 
software. The system provides a categorization service based on a predefined website URL 
database, as well as a mechanism for updating the URL database over the internet. 

The iAdmin URL SDK was designed for use in workflows that directly analyze network 
traffic and network packets and where latency is critical. See Section 2.5 for performance data. 

This document provides technical information on the operation and implementation of the 
iAdmin URL SDK. 

 

Section 1.2 – Version Changes 

4.1  

1. 1. Added a disk caching mode. In this mode, the working database is not loaded 
entirely into RAM. This allows for efficient memory usage, but adds disk operations 
the first time each site is accessed. For high-load systems, or to avoid disk operations, 
a full database loading mode has been retained. This mode is enabled by the 
use_diskdump parameter (see settings). 

2. In caching mode, IAdminLoadUpdate will now patch the database dump on disk. The 
initial update processing may take a long time (>10 minutes, depending on CPU and 
disk speed) if the updates are large and numerous. Subsequently, only newly 
downloaded updates since the last patch will be processed. The dump version is 
controlled by the /etc/dumpver file.  

3. The iadmintest utility now supports SDK performance testing based on category 
detection speed for 100,000 sites stored in the /bin/testsites.txt file. You can also add 
your own sites and record the results. 

 

4.0  

4. Includes the entire global Internet by second-level domains. The number of websites 
(at second and higher domain levels) is over 270 million. 

5. Server RAM requirements have been increased to 16 GB. 13 GB is required to fully 
load the database.  

6. The database loading structure has been changed – it is now loaded as a dump from 
the hard drive, without building a search tree. Loading speed depends on the hard 
drive speed. For SSDs, loading takes less than 30 seconds, while for standard drives, 
loading can take several minutes. 

7. All domains of the third level and above will receive a second-level category by 
default, unless they are separately specified with their own category.  
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8. The initial version of the database is 999. This means that the first downloaded update 
will be 1000. 

3.4  

1. Relative paths for running the categorizer have been introduced for Windows. The 
folder structure can now be located anywhere. The default path is determined relative to the 
library or update utility. The library must be specified in %PATH%. 

3.3 

1. Implemented the ability to change categories of previously added individual pages 
using a command in the update. 

2. Added an update command that allows you to delete individual nodes and trim the tree 
structure. 

3. Optimized RAM usage. 
4. Fixed a controlled buffer overflow error when loading updates in IAdminLoadUpdate. 

The error could occur if the order in which updates were loaded into RAM was 
intentionally violated. 

5. Added a mechanism for categorizing URLs within URLs. For certain sites, the 
category will be determined by the URL contained in the request to such sites. The set 
of sites within URLs is defined and modified using updates. 

6. The number of sites in the categorizer database has been expanded to 10 million. 

3.2 

1. Added automatic registration of a new key when it's first installed or replaced. The 
categorizer will automatically perform the necessary actions if a new key has been 
recorded and the key hasn't been registered previously. 

2. Added error code 10 to the category detection functions. Now, if any error occurs while 
downloading updates, categories will not be detected. 

3.1 

 1. Additional processing for checking the validity of a license key has been introduced, 
and a return code has been added to the category definition functions. 

3.0 

1. The number of categories has been expanded to 78, and the number of sites has 
increased from 3.1 million to over 6.4 million. 

2. The initial database version in the distribution is 472. 
3. The ability to categorize entire URLs has been added: the system can categorize site 

sections, individual pages, and queries with a parameter and value. 
4. An asterisk mask * has been added for sites, sections (pages), and even entire 

categories. Now we can categorize an entire domain, a directory on the site, or the start 
of a page in a query. 

5. The category mask is set using a separate function, IAdminSetAsteriskCategories, 
before calling iAdminLoadBase. When setting the mask, all subdomains and 
subdomain hosts will be categorized in the same way as the existing domain. 

6. The OpenSSL library has been added. The site processing and search mechanism has 
been changed; searches are now performed by site hashes rather than their actual 
addresses. This will slightly increase the processor time required to calculate the 
category of a single site. 

7. Licensing. The key is tied to the installation date and location. Now, once the license 
expires, categories will no longer be assigned. To use the key, it must be registered on 
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the server. The key and any updates received will only work on that server. To transfer 
the key to another server, it must be unlinked. 
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SECTION 2 – INSTALLATION AND SETUP 

Section 2.1 – System Requirements 
 
Operating systems: 
MS Windows 2003 Server or higher. 
Linux Ubuntu 22.04 or equivalent. The libcurl, libidn, and openssl packages must be 

installed. Usage on other or older Linux systems is possible with adaptations to dependencies by 
recompiling our modules. 

 
Hardware: i386 x64-compatible computer 
Processor: Intel-compatible with a clock speed of 1.9 GHz or higher 
RAM: 
- 77 bytes for 1 website cache 
- 13 GB for full database load into RAM 
Hard drive: 
- SSD for disk caching (HDD will be 6-10 times slower). 
- 16 GB of available space 
 
Other: 
Internet connection required for category database updates. 
 

Section 2.2. – Installation, package contents 
 
The IAdmin URL SDK distribution is a file archive that must be unpacked into a working 

directory. The default working directory for Windows is \Program Files\IAdmin OEM\, and for 
Linux it is /opt/iadmin/. 

 
For Windows, starting with version 3.4, the categorizer can be installed in any folder, 

provided the path to the library folder (/lib/) is specified in the PATH. For Linux, you can create 
a link to /opt/iadmin with the actual path to the categorizer files. 

In Linux, the path to the lib folder containing the library must be specified in ld.so.conf: 
# echo '/opt/iadmin/lib' >> /etc/ld.so.conf 
# ldconfig 
 
The folder and file structure is as follows: 
The /bin/ folder contains the following files: 
iadminupdate.exe (iadminupdate in the Linux version) – the update service. 
When launched with parameters, it performs management and diagnostics. 
iadmintest – a program for testing access to the API interface from the console. 
The /etc/ folder contains the following files: 
iadmin.cfg – a settings file; it must always exist in the default folder. For Windows, 

starting with version 3.4, the path to this file is determined automatically by the iadminupdate 
utility. 

ver – a file containing the current version number of the downloaded update on disk. 
dumpver – the version of the patched dump. 
key – a file with the license key. Starting with version 3.2, deletion of old update files and 

installation of the initial version occurs automatically the first time iadminupdate is run with a 
new, unregistered key. After registering a new key to replace the outdated one, you must remove 
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all updates—files with the .supd extension in /share/bases/ (do not delete sitedata.dmp)—and set 
the initial version of the sitedata.dmp database to 999 in the /etc/ver file, replacing the one 
installed there. 

update.log—update log file; can be cleared periodically 
userinfo—contains end user data after key registration 
The /include/ folder contains the following files: 
iadmin.h—header file with library functions 
The /lib/ folder contains the following files: 
iadmin.dll (libiadmin.so in the Linux version)—categorizer API library. 
The /share/ folder contains: 
bases subfolder—dump of the sitedata.dmp category database and updates. 
 
After installation, you need to schedule the iadminupdate process, for example, to run once 

per day. When iadminupdate is executed, updates are downloaded to the hard disk; to download 
them to RAM, see the IAdminLoadUpdate function. 

 

Section 2.3. – Setting 
 
Configuration is performed by editing the iadmin.cfg text file. The file contains parameters 

and values separated by the = symbol, without spaces. The file is checked for validity using the 
iadminupdate utility with the –checkcfg parameter. If the system is launched with invalid 
settings, the default settings will be applied only to the invalid or missing parameters. For the 
system to function, the configuration file must exist in the categorizer structure folder 
relative to the iadminupdate utility. The folder and file structure can be stored elsewhere by 
changing the corresponding parameters in the configuration file. 

 
Parameter description: 
use_diskdump=1 – Determines the SDK operating mode. By default, this parameter is absent and 
is set to disk caching. To enable full database loading into RAM, set use_diskdump=0. 
prefixpath=/opt/iadmin – Path to the installation location; used only by the update service. For 
the API interface, a path other than the default is specified by the corresponding function 
parameter. 
proxy1=user:pass@192.168.0.1:8080 – Specifies that updates should be performed through an 
HTTP proxy server. Up to five different proxy servers can be specified (Proxy1 – Proxy5). If the 
first proxy server is unavailable, an attempt is made to update through the second, and so on. If 
these parameters are missing, a direct connection is used. 
logmode=2 – Logging mode for the update service: 0 – Disabled, 1 – Log file, 2 – Log file and 
screen, 3 – Screen only. 

 

Section 2.4 – Test Utility 

 
The /bin/ folder contains the iadmintest test utility, which is designed for testing the API 

interface. 
When iadmintest runs, the library is loaded, the IAdminLoadBase function is executed, and 

the main sitedata.dmp database file is loaded. IAdminLoadUpdate is then called, loading all 
available updates from disk. 

You can then enter the names of sites to test. The program will display the site category or 
0 if the site is not in the database. 
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To call IAdminLoadUpdate, type the load command, which will load into memory any 
new updates that were downloaded to disk since the previous call to this function. 

For performance testing, use the test command. 
The quit command terminates the process. 
 

Section 2.5 – Performance Tests 
 

100,000 websites Intel E5-2420 1,9 Ггц, DDR3, SSD RAID 1 
1 thread 4 threadsc 

1st pass with cache loading 
from disk 

Time: 107 sec 
Speed: 1 ms/site 

Time: 38 sec 
Speed: 0.38 ms/site 

2nd pass, memory-only 
search 

Time: 1.46 sec 
Speed: 14 µs/site 

Time: 0.359 sec 
Speed: 3.6 µs/site 
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SECTION 3 – Application Programming Interface 
 
API for obtaining a category identifier by a website name is implemented in the iadmin.dll 

library (libiadmin.so in the Linux version). 
 

Function IAdminSetAsteriskCategories 
 
This function is deprecated as of version 4.0. Sets or clears the category mask for existing 

sites. This function must be called before IAdminLoadBase. When setting the mask, all 
subdomains and subdomain hosts will be categorized in the same way as the existing second-
level domain. By default, the mask is enabled for the Adult sites and Anonymous Proxies 
categories. The mask allows categorizing unknown hosts at a higher level than the existing 
domain. For example, if host.com is present in the database, then 1.host.com and any other value 
instead of 1 will have the same category as host.com. 

 
Implementation: int IAdminSetAsteriskCategories(int CatID, bool bEnable=true); 
Parameters: 
[IN] CatID – category number. 
[IN] bEnable – enable/disable the mask for the specified category. 
Return value: 
0 – successful. 
1 – category number is invalid. 
 
 

Function IAdminLoadBase 

 
In disk-cached mode, the function performs initial initialization. 
In full database loading mode, it completely loads the category database into RAM without 

updating the disk. Loading the category database may take some time, up to 1 minute or more. 
This function must be called once after the library is connected and initialized. 
For Windows, the path to the databases is relative to the path from which the library is 

called; for Linux, it is bound to the default /opt/iadmin folder. 
 
The principle of loading websites into memory is such that it is impossible to 

programmatically free up the space occupied by the array. Therefore, to free up memory, the 
process that called this function must terminate. 

You must wait for the function call to complete before calling other API functions. 
Implementation: int IAdminLoadBase(char * prefix); 
Parameters: 
[IN] prefix - pointer to a null-terminated string variable containing the full path to the 

installation folder. If the parameter is NULL, the path relative to the library file is used. 
Return value: 
0 – Category database and available updates successfully loaded. 
1 – Out of memory error encountered while loading the category database. 
2 – Out of memory error encountered while loading available updates. 
3 – Configuration file not found. 
4 – Function has already been called (previous call may not complete). 
5 – Error opening category file. 
6 – Error opening sites file. 
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7 – License key not found or invalid key. 
8 – Database structure error during loading; database is corrupted. 
9 – Key expiration date has expired; a new key must be installed. 
10 – Unable to determine default path for database download. 
11 – Unable to open iadmin.cfg 
 

Function IAdminLoadUpdate 
 

Loads available updates, if any. This function must be called after calling 
IAdminLoadBase and periodically to load a new update into RAM after receiving it from the 
update server. 

 
In disk caching mode, the function will patch the database dump (file 

/share/bases/sitedata.dmp). It will also apply changes to RAM only for already cached sites. 
The initial update processing may take a long time (>10 minutes, depending on processor 

and disk power) if they are large and numerous. Subsequently, only newly downloaded updates 
since the last patch will be processed. The dump version is controlled by the /etc/dumpver file. 

 
In full load mode, the function downloads updates from disk into RAM in their entirety. 
 
Implementation: int IAdminLoadUpdate(); 
Parameters: None 
Return value: 
0 – The update was downloaded successfully, or there are no new updates to download 

from disk 
1 – The IAdminLoadBase function was not called previously, or its call was not 

completed. 
2 – Insufficient memory error during load 
3 – Error getting parameter 1 
4 – Error getting parameter 2 
5 – Error opening file with update version 
6 – Error opening one of the update files 
7 – Error getting data size 
8 – Invalid update file format 
9 – The key expiration date has expired; a new key must be installed.  

Function IAdminGetSitePageCat 
Returns the category IDs of a site request, taking into account the full request URL for the 

provided site name and request (page). If the number of returned IDs is 0, then the category was 
not found. 

 
Implementation: int IAdminGetSitePageCat(char *SiteName, int* CatID, int* CatCount, 

char *Page); 
Parameters: 
[IN] SiteName – The site name in Internet host name format, i.e., 

host.domain.domain.domain, no more than 255 characters, terminated by a null terminator. 
[OUT] CatID – A pointer to an array containing the category IDs. 
[IN/OUT] CatCount – A pointer to a variable in which to pass the number of elements in 

the CatID array. After execution, this variable will contain the number of returned category IDs. 
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[IN] Page – An HTTP request (URL path with parameters) without the site name, starting 
with a slash /. For the site's main page, only the slash / or NULL is passed. 

 
Return value: 
0 – Success 
1 – The IAdminLoadBase function was not called previously, or its call was not 

completed. 
2 – The CatID or CatCount pointer is NULL; 
9 – The key has expired; a new key must be installed. 
10 – Categories cannot be retrieved due to an update load error. 
11 – The sitedata.dmp file cannot be opened in disk caching mode. 

Function IAdminIsSitePageInCat 
This function checks whether a site request, given the full URL address for the site name 

and the request (page), is in the specified category. This function can be used when checking a 
specific category. 

 
Implementation: int IAdminIsSitePageInCat(char *SiteName, int CatNumber, int* iResult, 

char *Page); 
 
Parameters: 
SiteName – Site name in Internet hostname format, i.e., host.domain.domain.domain, no 

more than 255 characters, terminated by a null terminator. 
CatNumber – ID of the category being checked 
iResult – Pointer to a variable that will store the result: 0 – the site does not belong to the 

specified category, 1 – the site belongs to the specified category. 
[IN] Page – HTTP request (URL path with parameters) without the site name, starting with 

a slash /. For the site's main page, only the slash / or NULL is passed. 
 
Return value: 
0 – Success 
1 – The IAdminLoadBase function was not called previously, or its call was not 

completed. 
2 – The iResult pointer is NULL; 
9 – The key's expiration date has expired; a new key must be installed. 
10 – Categories cannot be retrieved due to an error loading updates. 
11 – The sitedata.dmp file cannot be opened in disk caching mode. 
 

Function IAdminGetSiteCat 
Returns site category IDs for the provided site name. If the number of returned IDs is 0, 

then the category was not found. 
 
Implementation: int IAdminGetSiteCat(char *SiteName, int* CatID, int* CatCount); 
Parameters: 
[IN] SiteName – The site name in Internet host name format, i.e., 

host.domain.domain.domain, no more than 255 characters, terminated by a null terminator. 
[OUT] CatID – A pointer to an array containing the category IDs. 
[IN/OUT] CatCount – A pointer to a variable in which to pass the number of elements in 

the CatID array. After execution, this variable will contain the number of returned category IDs. 
Return value: 
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0 – Successful execution 
1 – The IAdminLoadBase function was not previously called, or its call was not 

completed. 
2 – The CatID or CatCount pointer is NULL; 
9 – The key has expired; a new key must be installed. 
10 – Unable to retrieve categories due to an update load error. 
11 – Unable to open sitedata.dmp file in disk search mode. 
 
 

Function IAdminIsSiteInCat 
This function checks whether a site belongs to the specified category. This function can be 

used when checking a specific category. 
 
Implementation: int IAdminIsSiteInCat(char *SiteName, int CatNumber, int* iResult); 
 
Parameters: 
SiteName – The site name in Internet hostname format, i.e., host.domain.domain.domain, 

no more than 255 characters, terminated by a null terminator. 
CatNumber – The identifier of the category being checked 
iResult – A pointer to a variable that will store the result: 0 – The site does not belong to 

the specified category, 1 – The site belongs to the specified category. 
Return value: 
0 – Successful completion 
1 – The IAdminLoadBase function was not previously called, or its call was not 

completed. 
2 – The iResult pointer is NULL; 
9 – The key has expired; a new key must be installed. 
10 – Categories cannot be retrieved due to an error loading updates. 
11 – Unable to open sitedata.dmp file in disk search mode 
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SECTION 4 – CATEGORY DATABASE UPDATE SERVICE 
 
The update service is implemented in a separate program, iadminupdate. Each time it 

downloads, it connects to the external update server, update.iadmin.biz, checks for new updates, 
and downloads them if necessary. If the update attempt fails for any reason, including receiving 
an invalid response, the update service will attempt the update through the backup update server, 
update2.iadmin.biz. These hosts must be accessible from the computer running the iAdmin URL 
SDK via HTTP directly or through a web proxy. 

Updates are stored as separate files on disk. The service maintains an event log and 
displays events on the screen. The logging mode can be configured in the configuration file. 
Updates are performed automatically using the OS's scheduled task mechanism, or by running 
iadminupdate from your own process. 

 
Registration and cancellation of a license key 

A developer's test key file is used to demonstrate the update service and overall system 
operation. To operate a commercial copy of the IAdmin URL SDK, this key must be replaced 
with a key generated for a specific copy. 

Updates can only be received after registering the key on the update server. The license key is 
associated with the server from which it was registered. Once registered, it is impossible to 
register a key from another server. 

Automatic registration of a new key 

Starting with version 3.2, the iAdmin categorizer features automatic key registration. Automatic 
registration occurs when iadminupdate is run without parameters and the update server reports 
that the key is not yet registered. The update service will register the key, remove old updates, 
and download them again for the new key. This does not require restarting the categorizer 
process (the libiadmin.so API library); the new update for the new key will be successfully 
loaded into memory during the next call to IAdminLoadUpdate. 

Manual registration and cancellation of a key 
To register a key, use the command: 
iadminupdate -regkey 
Once registration is complete, information about the key owner and its expiration date will 

be written to the /etc/userinfo file. If updates were previously received with the old key, they will 
be deleted, and the update version will be reset to the initial value. 

To be able to use the key on another server, you must unregister the key using the 
command: 

iadminupdate -unregkey 
To verify the validity of the settings file and obtain a working configuration, use the 

command: 
iadminupdate -checkcfg 
 
Operating principle 
 
The connection mechanism with the update server is implemented using the CURL library, 

which is included with Linux. After starting, the process determines whether to connect directly 
or through a proxy server. When connecting through a proxy server, the update service will 
attempt to establish a connection sequentially through each specified server and, if unsuccessful, 
will attempt a direct connection. A proxy server can be used with or without authentication. If 
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the proxy server requires authentication and the username and password are not specified (or are 
specified incorrectly), no diagnostics are performed. A message will be displayed indicating that 
the response has an invalid format. In this case, the response will contain the proxy server's 
request for authentication. 

If an update is available, the service downloads it and writes a corresponding sequential 
file with the ".supd" extension to the category database folder (sitedata.dmp), and also updates 
the current update version in the /etc/ver file. To redownload an update for testing purposes, 
delete the update files and change the version in the /etc/ver file to 999. 

To download updates into RAM, use the IAdminLoadUpdate function. This function can 
be called periodically, for example, every 30 seconds. It compares the update version in memory 
with the version on disk and downloads only the required update if one is available. This 
verification process is not resource-intensive. 

 



iAdmin URL SDK version 4.1 
 

15 
iAdmin LLP  2026, https://www.iadmin.biz  

APPENDIX A 
List of categories and their identifiers. Category descriptions can be found on the website: 

https://www.iadmin.biz/content-filter/  
 

Categories 
cat_id cat_name 

0 The category has not been assigned. There was a server error 
accessing the site, or its IP address could not be obtained. 

1 Sport 

2 Auto \ Moto 

3 Games 

4 Entertainment \ Lifestyle 

5 Job Search 

6 Travel \ Hotels 

7 Goods \ Services 

8 Music \ Video \ Images \ Torrents 

9 Military \ Weapons 

10 Business \ Economy 

11 Education \ Science 

12 Health \ Medicine 

13 News \ Media 

14 Industry \ Manufacturing 

15 Computers \ Internet 

16 Web based Email 

17 Free hosting 

18 Search Engines 

19 Adult \ Mature \ Porno 

20 Criminal 

21 Anonymous proxy \ TOR \ VPN-proxy 

22 Rligion \ Horoscop \ Magic 

23 Social networks \ Online messaging 

24 Government \ Law \ Politic 

25 Kids \ School \ Family 

26 Culture \ Art \ Classic 

27 Advertisement \ Banners 

28 Alcohol \ Tobacco 

29 Illegal \ Questionable 

30 Gambling 

31 Hate \ Racism 

32 Illegal Drugs 

33 Forums \ Blogs \ Personal Sites 

34 Reference 

35 Sex Education 
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Categories 
cat_id cat_name 

36 Software Downloads 

37 Money for surfing 

38 Web Portals 

39 Parked domains 

40 Bitcoin 

41 Charity 

42 Bulletin Boards 

43 Fashion and beauty 

44 Malware \ Viruses 

45 Phishing sites 

46 Spyware 

47 Literature \ Texts 

48 Hacking \ Cracking 

49 Online payments 

50 Warez 

51 Educational games 

52 Nudism 

53 Online auctions 

54 Denied sites 

55 Pets 

56 Sects 

57 Private IP 

58 Humor 

59 Hobby 

60 Online shopping 

61 Artnudes 

62 Cooking \ Food \ Drink 

63 Home \ Villa \ Repair 

64 Design \ Architecture 

65 Insurance 

66 Celebrity 

67 Non-profit organizations 

68 Real estate 

69 Foto 

70 Remote Control 

71 Trackers \ Counters 

72 Web phone 

73 Web TV 

74 Web radio 

75 Animation 
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Categories 
cat_id cat_name 

76 Online Games 

77 Ethnicity 

78 Agriculture \ Forestry 
 


